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audit report; provide a record of the work
done for use as substantiating data in nego-
tiations, appeals, and litigation; provide
guidance for subsequent examinations; and
serve as a basis for the review and evaluation
of the work performed.

(2) Audit working papers are generally pre-
pared at the time audit work is performed
and are maintained on a current basis. Work-
ing papers normally reflect the progress of
the audit and are designed to ensure con-
tinuity of the audit effort.

(3) Working papers should be relevant to
the audit assignment and not include extra-
neous pages. Superseded working papers
should be clearly marked as such and re-
tained as part of the working paper package.

(4) The nature of audit working papers re-
quires that proper control and adequate safe-
guards be maintained at all times. Working
papers frequently reflect information consid-
ered confidential by the contractor and are
marked ‘‘For Official Use Only’’ or are clas-
sified for government security purposes.

[56 FR 56932, Nov. 7, 1991]
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§ 291.1 Purpose.
This part establishes policies and

procedures for the DNA FOIA program.

§ 291.2 Applicability.
This part applies to Headquarters,

Defense Nuclear Agency (HQ, DNA),
Field Command, Defense Nuclear Agen-
cy (FCDNA), and the Armed Forces
Radiobiology Research Institute
(AFRRI).

§ 291.3 Definitions.
(a) FOIA Request. A written request

for DNA records made by any person,

including a member of the public (U.S.
or foreign citizen), an organization, or
a business, but not including a Federal
agency or a fugitive from the law that
either explicitly or implicitly invokes
the FOIA (5 U.S.C. 552), 32 CFR part
285, 286, or this part.

(b) Agency record. (1) The products of
data compilation, such as all books, pa-
pers, maps, and photographs, machine
readable materials or other documen-
tary materials, regardless of physical
form or characteristics, made or re-
ceived by an agency of the United
States Government under Federal law
in connection with the transaction of
public business and in DNA’s posses-
sion and control at the time the FOIA
request is made.

(2) The following are not included
within the definition of the word
record:

(i) Objects or articles, such as struc-
tures, furniture, vehicles and equip-
ment, whatever their historical value,
or value as evidence.

(ii) Administrative tools by which
records are created, stored, and re-
trieved, if not created or used as
sources of information about organiza-
tions, policies, functions, decisions, or
procedures of a DNA organization. Nor-
mally, computer software, including
source code, object code, and listings of
source and object codes, regardless of
medium are not agency records. (This
does not include the underlying data
which is processed and produced by
such software and which may in some
instances be stored with the software.)
Exceptions to this position are out-
lined in paragraph (b)(3) of this section.

(iii) Anything that is not a tangible
or documentary record, such as an in-
dividual’s memory or oral communica-
tion.

(iv) Personal records of an individual
not subject to agency creation or re-
tention requirements, created and
maintained primarily for the conven-
ience of an agency employee, and not
distributed to other agency employees
for their official use.

(v) Information stored within a com-
puter for which there is no existing
computer program for retrieval of the
requested information.

(3) In some instances, computer soft-
ware may have to be treated as an
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agency record and processed under the
FOIA. These situations are rare, and
shall be treated on a case-by-case basis.
Examples of when computer software
may have to be treated as an agency
record are:

(i) When the data is embedded within
the software and cannot be extracted
without the software. In this situation,
both the data and the software must be
reviewed for release or denial under the
FOIA.

(ii) Where the software itself reveals
information about organizations, poli-
cies, functions, decisions, or procedures
of a DNA office, such as computer mod-
els used to forecast budget outlays, cal-
culate retirement system costs, or op-
timization models on travel costs.

(iii) Refer to § 291.8(b) exemptions 2, 4
and 5 for guidance on release deter-
minations of computer software.

(4) If unaltered publications and proc-
essed documents, such as regulations,
manuals, maps, charts, and related
geophysical materials are available to
the public through an established dis-
tribution system with or without
charge, the provisions of 5 U.S.C.
552(a)(3) normally do not apply and
they need not be processed under the
FOIA. Normally, documents disclosed
to the public by publication in the FED-
ERAL REGISTER also require no proc-
essing under the FOIA. In such cases,
PAO will direct the requester to the
appropriate source, to obtain the
record.

(d) Initial denial authority (IDA). The
Deputy Director (DDIR), DNA, has the
authority to withhold records re-
quested under the FOIA for one or
more of the nine categories (set forth
§ 291.8) of records exempt from manda-
tory disclosure.

(e) Appellate authority. The Director,
DNA.

(f) Administrative appeal. A request by
a member of the general public, made
under the FOIA, asking the appellate
authority of a DoD Component (Direc-
tor, DNA) to reverse an IDA decision to
withhold all or part of a requested
record or to deny a request for a waiver
or reduction of fees.

(g) Public interest. Public interest is
official information that sheds light on
an agency’s performance of its statu-
tory duties because it falls within the

statutory purpose of the FOIA in in-
forming citizens about what their gov-
ernment is doing. That statutory pur-
pose, however, is not fostered by disclo-
sure of information about private citi-
zens that is accumulated in various
governmental files that reveals little
or nothing about an agency’s or offi-
cial’s own conduct.

(h) Electronic data. Electronic data
are those records and information
which are created, stored, and retriev-
able by electronic means. This does not
include computer software, which is
the tool by which to create, store, or
retrieve electronic data. Refer to para-
graphs (b) (2) and (3) of this section for
a discussion of computer software.

§ 291.4 Policy.

(a) Compliance with the FOIA. DNA
personnel are expected to comply with
the FOIA and this part in both letter
and spirit. This strict adherence is nec-
essary to provide uniformity in the im-
plementation of the DNA FOIA Pro-
gram and to create conditions that will
promote public trust. It is DNA policy
to fully and completely respond to pub-
lic requests for information concerning
its operations and activities, con-
sistent with national security objec-
tives.

(b) Openness with the public. 32 CFR
part 286 states that all DoD employees
shall conduct DoD activities in an open
manner consistent with the need for se-
curity and adherence to other require-
ments of law and regulation. Records
that are not specifically exempt from
disclosure under the Act shall, upon re-
quest, be made readily accessible to
the public in accordance with rules
promulgated by competent authority,
whether or not the Act is invoked.

(c) Avoidance of procedural obstacles.
DNA offices shall ensure that proce-
dural matters do not unnecessarily im-
pede a requester from obtaining DNA
records promptly. PAO shall provide
assistance to requesters to help them
understand and comply with proce-
dures established by this Instruction,
the 32 CFR part 286 and any supple-
mental regulations published by DoD.

(d) Prompt action on requests. When a
member of the public complies with
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